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safeguards that restrict the use or dis-
closure of information concerning ap-
plicants and recipients to purposes di-
rectly connected with the administra-
tion of the plan. This subpart specifies
State plan requirements, the types of
information to be safeguarded, the con-
ditions for release of safeguarded infor-
mation, and restrictions on the dis-
tribution of other information.

(b) Section 1137 of the Act, which re-
quires agencies to exchange informa-
tion in order to verify the income and
eligibility of applicants and recipients
(see §435.940ff), requires State agencies
to have adequate safeguards to assure
that—

(1) Information exchanged by the
State agencies is made available only
to the extent necessary to assist in the
valid administrative needs of the pro-
gram receiving the information, and
information received under section
6103(l) of the Internal Revenue Code of
1954 is exchanged only with agencies
authorized to receive that information
under that section of the Code; and

(2) The information is adequately
stored and processed so that it is pro-
tected against unauthorized disclosure
for other purposes.

[51 FR 7210, Feb. 28, 1986]

§431.301 State plan requirements.

A State plan must provide, under a
State statute that imposes legal sanc-
tions, safeguards meeting the require-
ments of this subpart that restrict the
use or disclosure of information con-
cerning applicants and recipients to
purposes directly connected with the
administration of the plan.

§431.302 Purposes directly related to
State plan administration.

Purposes directly related to plan ad-
ministration include—

(a) Establishing eligibility;

(b) Determining the amount of med-
ical assistance;

(c) Providing services for recipients;
and

(d) Conducting or assisting an inves-
tigation, prosecution, or civil or crimi-
nal proceeding related to the adminis-
tration of the plan.
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§431.306

§431.303 State authority for
guarding information.

The Medicaid agency must have au-
thority to implement and enforce the
provisions specified in this subpart for
safeguarding information about appli-
cants and recipients.

safe-

§431.304 Publicizing safeguarding re-
quirements.

(a) The agency must publicize provi-
sions governing the confidential nature
of information about applicants and re-
cipients, including the legal sanctions
imposed for improper disclosure and
use.

(b) The agency must provide copies of
these provisions to applicants and re-
cipients and to other persons and agen-
cies to whom information is disclosed.

§431.305 Types of information to be
safeguarded.

(a) The agency must have criteria
that govern the types of information
about applicants and recipients that
are safeguarded.

(b) This information must include at
least—

(1) Names and addresses;

(2) Medical services provided,;

(3) Social and economic conditions or
circumstances;

(4) Agency evaluation of personal in-
formation;

(5) Medical data, including diagnosis
and past history of disease or dis-
ability; and

(6) Any information received for
verifying income  eligibility and
amount of medical assistance pay-
ments (see §435.940ff). Income informa-
tion received from SSA or the Internal
Revenue Service must be safeguarded
according to the requirements of the
agency that furnished the data.

(7) Any information received in con-
nection with the identification of le-
gally liable third party resources under
§433.138 of this chapter.

[44 FR 17934, Mar. 29, 1979, as amended at 51
FR 7210, Feb. 28, 1986; 52 FR 5975, Feb. 27,
1987]

§431.306 Release of information.

(a) The agency must have criteria
specifying the conditions for release
and use of information about appli-
cants and recipients.
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